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System Requirement:

1. Microsoft Excel (version 2007 and above)

Procedure for reporting the Cyber Incident Reporting on BEFS:

There are two types of Cyber Incident reporting

A) Quarterly Incident Reporting: Designated Officer shall submit the Quarterly report
within 15 days after the end of the respective quarter through BEFS.

B) Immediate Incident Reporting: All Cyber-attacks, threats, cyber-incidents and
breaches experienced by member should be reported by Designated Officer within 6

hours of receipt of such Information through BEFS.

A)Quarterly Incident Reporting:

1. Open BEFS portal through URL given below and login through member credential.

URL: https://befs.bseindia.com/Login.aspx

BEFS
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2. For Downloading CIR form and filing information by Member
i.  Select Cyber Incident report > Quarterly Incident Reporting
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Cyber Incident Report

Immediste Incident Reporting

Cyber Security & Cyber Rezilience Audit

Quarterly Incident Repaorting

Debt Segment Registration

ii. Todownload CIR form, select Year and Quarter.

Quarterly Report Submission Excel Template

YEAR ---- Select YEAR---- ¥

---- Select YEAR----
QUARTE 2022-23 v

2023-24

2021-22
SUBMISSION START DATE :

DUE DATE :

DOWNLOAD CIR TEMPLATE

Quarterly Report Submission Excel Template

YEAR 2023-24 v

QUARTER -- Select Quarter--- v
-- Select Quarter---

Q2
SUBMI! Q3
Q4
DUE DATE :

DOWNLOAD CIR TEMPLATE

iii. =~ Now click on Download CIR Template to download CIR template.
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Quarterly Report Submission Excel Template

YEAR 2023-24 b d
QUARTER Q1 v
Period : APR - JUN
SUBMISSION START DATE : 01-07-2023

DUE DATE : 15-07-2023

qu LOAD CIR TEMPMTD<:

iv.  Once the template is downloaded open it and enable macros
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3. Details to be filled in the template in case of No Cyber- Attack or in case Cyber Attack

Observed.

In case of No Cyber-Attack/ breach observed in Quarter select No from the drop down in the

field “Cyber -attack/breach observed in quarter” and fill other details related to designated

officer. After filling all details click on “Validate “button.

BSE - INTERNAL




E=

The Power of Vibrance

Name of the member

Name of the stock Exchange
Member ID

Year

Quarter
Period

Submission start date

Due date

Name Mr ABC XYZ

Organization ABC Stock Broker Pvt Ltd

Title Designated Officer

Phone / Fax No 1111111111

Mobile 9999999999

Email abc.xyz@abc.com

Address Mumbai

Cyber-attack / breach observed in Quarter v

Date & Time yes MM| SS
::seef:ef:rmation on the Cyber-attack / breached

Mame of the member

Name of the stock Exchange

Member 1D Success o

Year

Incident Reporting Form Sheet has been validated
successfully!l!

Quarter
Period —

.
Submission start date

T

Due date
MName Mr ABC XYZ
Organization ABC Stock Broker Pvt Ltd
Title Designated Officer
Phone / Fax No 1111111111
Mobile 9999999999
Email abec.xyz@abe.com
Address Mumbai
Cyber-attack / breach observed in Quarter No Z|
Date & Time
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4. Details to be filled in the template in case of Yes Cyber- Attack or in case Cyber Attack

Observed.

i.  In case of Cyber-Attack/ breach observed in Quarter select Yes from the drop down

and fill the relevant details mentioned below.

Name of the member

Name of the stock Exchange

Member ID

Year

Quarter

Period

Submission start date

Due date

Name

Mr ABC XYZ
Organization ABC Stock Broker Pvt Ltd
Title Designated Officer
Phone / Fax No 1111111111
Mobile 9999999999
Email abc.xyz@abc.com
Address Mumbai
Cyber-attack / breach observed in Quarter Yes -
Date & Time No MM| SS
::seefri‘:\::rmation on the Cyber-attack / breached |

Cyber-attack / breach observed in Quarter Yos = |
Date & Time 01-05-2023 02 02 o
Brief information on the Cyber-attack / breached _
Add Information
observed

Fill in all the details required in all the sheet.

ii.

Network scanning /Probing Breaking/Root Compromise

Virus/Malicious Code

Aol

Dof

System Misuse

Spam
Bot/Botnet

Email Spoofing

Nanial of S, (Nas)

| ncident Reporting Form | Annexure 1 | Agences notified | 1P of suspected source |  Information of affected system | Date And Time |

BSE - INTERNAL




B )

iii. ~ Wherever there is an add details button you have to click and enter the details in

message box and click on Save.

iv.  You can add and delete records.

v.  After filling the data, Click on Home Button and then Click on Validate All the Sheet.

Once all the sheets are validated successfully save the file.

— Step 1: Complete all Worksheets below: — Step 2! Enter Data
1 Select the sheet you wish to go to: 2 Enter Data in relevant sheets & Save
File

Incident Reporting Form
Annexure 1
Agencies notified

IP of suspected source I :
Information of affected system 3 o hion

Date And Time Microsoft Excel

— Step 3: validate All Sheets

X

File is Successfully Validated

S E [ MICROVISTA

EXFPERIENCE THE NEW
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5. Uploading CIR form

L.

Login Into BEFS portal and select Cyber Incident report > Quarterly incident Report.

Compliance On Bank Guarantees "

Cyber Incident Report Immediate Incident Reporting

Cyber Security & Cyber Resilience Audit

Quarterly Incident Reporting

Debt Segment Registration

ii.  Click on CIR tab.
Back CIR Member ID : 1232 | Company D : 1232
Quarterly Report Submission Excel Template
YEAR - Select YEAR-——
QUARTER -- Select Quarter--- v
Period :
SUBMISSION START DATE :
DUE DATE :
DOWNLOAD CIR TEMPLATE
111.

Select the year & quarter from drop down.

Quarterly Submission Report

YEAR : ---- Select YEAR---- v
---- Select YEAR----
QUARTER| 2021-22
2022-23

SUBMISSION START DATE :

DUE DATE :

Choose File | NO FILE CHOSEN

UPLOAD DATA
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iv.  Now select the excel file from Choose File button and click on Upload Data button.

Quarterly Submission Report

YEAR : 2023-24 v

QUARTER : -- Select Quarter--- v

-- Select Quarter---

Q2
suBMIS Q3
Q4

DUE DATE :

Choose File | NO FILE CHOSEN

UPLOAD DATA

Quarterly Submission Report

YEAR © 2023-24 g
QUARTER, : Q1 w
Period : APR - JUN
SUBMISSION START DATE : 01-07-20232
DUE DATE : 15-07-2023

Choose File | 1232 CIR_APR23-JUNZ3 YES.XLSM

UPLOAD DATA
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File Submitted

PDF Report Is Generated..Please Download From Here..

DOWNLOAD PDF

v.  Once the Excel template gets uploaded it gets converted into Pdf file. Download the
PDF and save the file. The saved PDF file should be Digitally Signed by designated

officer.

File Submitted

PDF Report Is Generated..Please Download From Here..

DOWNLOAD PDF

vi.  Once your document is ready click on the submit option as mentioned below:

Quarterly Report Submission History

BEF5 | BEFSRejection | XBRL |XBRL Utility Converted Into| Cyber Incident Report Scanned, Submit Cyber Incident Report Scanned,

Status Reason Utility Pdf File Signed & Stamped Signed & Stamped

w23 2-06-2023 1737 CIR_&PR23-
1232 o Dovinlozz Dowinlozd Visw @
2 03554 JUNZ3_22062023023554 Xlsm

vii.  Once you click on submit, one pop-up box will be opened. Kindly browse your digitally

signed pdf and upload it.

uat.bseindia.in says

' oA you sure you want to submit this file,

BSE - INTERNAL




9

Annexure II In Pdf

| Choose File | 1231_CIR_APR23-JUN23_NO_WITH SIGN.PDF

*Kindly Download The Pdf, Digitally Sign It And Upload.

UPLOAD DATA

" |

viii.  Once the digitally signed pdf file is uploaded you will receive the pop-up message as
mentioned below and system generated acknowledgement email will be sent to
Compliance Officer and e mail id of designated officer filled in XBRL sheet. Please note

that submission process is complete when you receive the acknowledgement email.

File Submitted

Your Transaction Number For This Submission Is
MEM123122062023114804.

Acknowledgement Of Quarterly incident reporting of Cyber-attack (Clearing MNo. - 1231).

= Reply %y Reply Al —* Forward L
o bsecompliance@bseindia.co.in o e i e
Te Thy 22-06-2023 11:43

Dear Stock Broker (Member Name - ABCD)(Clearing No. - 1231)

This is confirmation mail. You have successfully submitted the Quarterly incident reporting of Cyber-attack for the quarter 01-04-2023 to 30-06-2023 through
BEFS, on Date 22/06/2023 11:48:086,

Your Transaction Number for this submission s MEM123122062023114804,

BSE - INTERNAL




Quarterly Report Submission History

Member BEFS | BEFSRejection | XBRL |XBRL Utility Converted Into| Cyber Incident Report Scanned, Submit Cyber Incident Report Scanned,
Year Quarter Uploaded Date
Id Status Reason utility Pdf File Signed & Stamped Signed & Stamped
2003 22-06-2023 1231_CIR_4PR23-
1231 o1 Dovinload Dowinload Viewt Submitted
24 11:26:06 JUN23_22062023112605 Xlsm

B)Immediate Incident Reporting

1. Downloading and Filing the Immediate Incident Report

i.  Open BEFS portal on Browser and take login through member credentials.

BEFS
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BSE Elsctronic Filing Systsm

ii. Toupload Immediate Incident Report, select Cyber Incident report > Immediate

Incident Reporting.

Cyber Incident Report mmediste Incident Reporting
Cyber Security & Cyber Resilience Audit

Quarterly Incident Reporting
Debt Segment Registration

iii.  Kindly download the Immediate Incident Reporting Template below

Back R Member ID : 1232 | Company ID : 1232

Immediate Report Submission Excel Template

DOWNLOAD IR TEMPLATE

iv.  Once the template is downloaded open it and enable macros
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M | = s % 3 B i e {3
37 [miFormat - i ';I-:r_: (0 :1'.
Cliphoand (] Fomit Aignment Murrioer Shyses Cedly Erring dea SencEmey
SECURITY WAENING  Macms have besn deahled <=3 Click on Ensble Content to Enablz Macros in your Sheet
BlG fe Phona § Fax No
a E C (=}
T
5 General Information
0 Narmie of the member
19 SasrmbEr 10
v.  Now fill the required data given in template.
General Information
Name of the member ABCD
Member ID 1231
1. Designated Officer (Reporting Officer details)
Mame Mr ABC X7
Organization ABC Stock Broker Pt Ltd
Title Designated Officer
Phone / Fax No 111131111
Mohbile 999999999
Email abc.xyz@abc.com
Address Andheri Mumbai
2. Incident Details
Date & Time 28-06-2023 03 03 03 |~
Brief description

vi.  After filling the data, Click on Home Button and then Click on Validate All the

Sheet. Once all the sheets are validated successfully save the file.
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General Information

Mame of the member

ABCD

1231

Member 1D

1. Designated Officer (Repo

rting Officer details)

Mame

Mr ABC XYZ

Organization

ABC Stock Broker Pvt Lid

Title Designated Officer
Phone / Fax No 1111111311
Mobile 99999959599

Email abc.xyz@abc.com
Address Andheri Mumbai

2. Incident Details

Date & Time

26-06-2023

03 | 03 | 03

Brief description

Success

0 General Information Sheet has been validated successfully!!!

2. Uploading Immediate Incident Report

i.  Take Login into BEFS portal and click on IR tab.

= @

Member ID : 1232 | Company ID : 1232

DOWNLOAD IR TEMPLATE

Immediate Report Submission Excel Template

ii.  Click on IR and select the excel file from browse button and click on Upload data

button.
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Immediate Report Submission

Choose File | 1232 TMMEDRIATEREPORT. XL5M

UPLOAD DATA

iii.  Once the Excel template gets uploaded it gets converted into Pdf file. Download

the PDF and Digitally Sign it.

File Submitted

POF Report Is Generated.. Moase Download
Fram Here..

iv.  Once your document is ready click on the submit option as mentioned below:

Immediate Report Submission History

i b BEFS BEFS Rajecihsn KHRL HMBRL Wity Coaverted Into Cyber Incident Repast Scanmsd, Suilviwat Cybar Tnchdint Ragort Soanmind,
Uploaded Date
b Status Reason Linility et File Siugned & P ped Signed & Famped
10-04-2021 [
EREE) it ATER IR 200630711008 34 Xiem! Downinad Dourloas Mowwy
10:03: 1 |

v.  Once you click on submit one pop-up box will be opened. Kindly browse your

digitally signed pdf and upload it.
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Annexure II In Pdf

fesusers\rusnar sneripo _Browse... |

*Kindly Download The Pdf, Digitally Sign 1t
And Upload.

vi.  Once the digitally signed pdf file is uploaded you will receive the pop-up message
as mentioned below and system generated email will be sent to Compliance

Officer and Designated Director.

File Submitted

Your Transaction Number For This Submission
Is MEM1233210062021101425.

Acknowledgement Of Immediate incident reporting ...

. - e
o compliance@bseindia.com 2, | 2 | |
To

Ce

Dear Stock Broker (Member Name — ABC Ltd)(Clearing No. - 1233)

This is confirmation mail. You have successfully submitted the Immediate
incident reporting of Cyber-attack through BEFS, on Date 10/06/2021
22:14:28.

Your Transaction Number for this submission is MEM123310062021101425.

***End of Document***
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