


Mandated by TRAI w.r.t TCCCPR 2018. This directive requires immediate action to prevent the use of Header, Template 

& PE id. 

Indian Cyber Crime Coordination Centre (hereinafter referred to as “T4C”) through its various reports, has brought to the notice of 
the Authority many cases of misuse of Entity ID, Header ID, and Content Template ID, and indicated the need to trace the 
Telemarketer who had sent messages using the compromised Headers, and further, I4C has also suggested to ensure traceability of 
messages by implementing the Telemarketers and Principal Entities chain binding: 

Vide another Direction No. RG-25/(6)/2022-QoS dated 16th February, 2023, directed all the Access Providers to, inter alia, ensure
traceability of 

messages from Principal Entity (PE) to the recipient at all times in all modes of transmission by obtaining from the PE the 
complete chain of the telemarketers engaged by such PE, including the registered telemarketers used in the chain between PE and 
OAP, for transmission for each message; reject all messages where the chain of TMs is not defined or does not match: and bar all
telemarketers, who are not registered on Distributed Ledger Technologies (hereinafter referred to as "DLT") platform from 
handling the content template, scrubbing and delivery of messages to Access Provider: 

Hence as per TRAI New directive industry has started PE-TM binding process on DLT, Proposed scrubbing date is – 01-11-2024

This document outlines the step-by-step process for the PE (Principal Entity) and TM (Telemarketer) tagging workflow. It 

provides a clear guide for PEs to register and manage their workflows effectively.



•All Principal Entities will be required to define their Telemarketer (TM)/Aggregator on the respective DLT Portals.

•Telemarketers (TM) must then either:
1. Define whether they them selves are acting as the Telemarketer Delivery 

•(TMD) who is responsible for final message delivery via Telecom Service Provider (TSP), or

2. Select another TM who will further define their role as TMD or select an additional TM in the chain. 

•Once the entire PM -> TM -> TM -> TMD chain is defined, the TMD must then hash the entire workflow to ensure compliance during SMS 
submission for DLT scrubbing. 

Details Abbreviations 

Principal Entity – Business Owner PE

Telemarketer - Who is connected to PE and he is further connecting to another TM and/or TD but 
not with Operator. 

TM

Telemarketer Delivery - Who is directly connected with Operator (TSP) for SMS submission for 
delivery. 

TMD

Telecom Service Provide- From where the SMS is getting originating TSP

Originator Access Provider – Airtel, Jio, TATA, VIL, MTNL, BSNL Etc.OAP

List of Abbreviations used 































Approve: If the request meets all criteria, click this button to approve.
Reject: If the request does not meet the necessary requirements, select this option to reject the request.

Add TM: If you believe additional Transaction Managers (i.e., TM Aggregator, TM Delivery)need to be involved (for instance, if the PE added the TM as 
an aggregator), click this button to include more TMs.





Approval Process:

TMD will be last member of PE-TM Chain, Only TMD will approve the request to close the chain. 

Post-Approval Process:

o Upon approving the PE chain, a unique hash code will be generated.
o The request will then undergo before being securely pushed to the DLT Blockchain for final processing.




