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Tata Elxsi Announces Strategic Partnership with AccuKnox for 5G Managed
Security Services for Operators

Bengaluru and Barcelona, February 22, 2024: Tata Elxsi, through its NEURON product suite,
announces a strategic partnership with Accuknox, the developer of NIMBUS, a state-of-the-
art cloud-native security solution. This collaboration marks a significant advancement in
network transformation and security, offering operators a comprehensive solution for building
and securing autonomous networks.

NEURON, an award-winning telco automation platform, comprises of a comprehensive suite
of transformation products designed to assist operators in building autonomous networks.
This suite includes NEURON Telco Cloud, facilitating 5G rollout, and NEURON Dark NOC, which
automates 5G NOC operations. Powered by Gen Al, both solutions offer smart end-user
interactions, digital twin capabilities, and Al/ML algorithms for predictive intelligence.

NIMBUS introduces a capability to identify essential network and host security policies
through environment profiling. These identified policies are formulated as intents, applicable
in a cloud-native fashion to any Kubernetes workload, spanning from Core to the RAN. Once
implemented, these intents offer real-time inline security against potential attackers.

The integration of NEURON with NIMBUS empowers operators to deploy and secure cloud-
native workloads seamlessly. NIMBUS introduces an intent-driven approach to security,
allowing operators to protect their cloud-native environments with precision and efficiency.

With this integration, operators can now securely deploy cloud-native workloads and also
seamlessly discover the required policies for previously deployed services. Additionally,
NEURON auto-generates the necessary intent and applies it to the network, ensuring a
streamlined and secure operational process. The integrated solution being agnostic to the
underlying network, simplifies orchestration and enforcement of security and leveraging best
of tools with a single pane of control.

Rajagopalan Rajappa, CTO, Communications at Tata Elxsi, said, "Through this collaboration
with AccuKnox, we want to offer telcos a solution that simplifies the complexity of deployment
while also being secure and resilient. This strategic partnership helps operators roll out secure
5G networks with inline mitigation and makes the network future-ready for 6G."

Rahul Jadhav, Co-founder & CTO at AccuKnox, said, “By joining forces with Tata Elxsi, we look
forward to leveraging the power of our Zero Trust technology to deliver highly differentiated
value to help organizations marshall the power of 5G technology while ensuring that the
deployments are risk-mitigated.”



The Neuron platform integrated with AccukKnox Nimbus will be showcased at the Tata Elxsi Meeting
Room 2A53MR, Hall 2 at the Mobile World Congress (MWC) 2024 in Barcelona, Spain, along with other
solutions for operators across Connected Cars, Smart Factories, Connected Healthcare and Smart
Infrastructure.

About Tata Elxsi

Tata Elxsi is among the world’s leading design and technology services providers across
industries, including Automotive, Broadcast, Communications, Healthcare and Transportation.
We are helping customers reimagine their products and services through design thinking and
applying digital technologies such as loT (Internet of Things), Cloud, Mobility, Virtual Reality
and Artificial Intelligence. For more information, visit www.tataelxsi.com

Media Contact:

Tata Elxsi
Hari Balan
Corporate Communications
Email: media@tataelxsi.com

About AccuKnox

AccuKnox provides a Zero Trust Security platform that secures Public (AWS, Azure, GCP) and Private
Clouds (Red Hat OpenShift, VMWare Tanzu, Nutanix, Mirantis, Rafay) — CNAPP: Cloud Native
Application Protection Platform; Edge/loT and 5G assets - 5GNAPP: 5G Native Application Protection
Platform. AccuKnox is the core contributor to Kubernetes' run-time security solution, KubeArmor®, a
popular CNCF (Cloud Native Computing Foundation) project that has achieved 750,000+ downloads.
AccuKnox was developed in partnership with SRI (previously Stanford Research Institute) and is
anchored on seminal inventions in container security, anomaly detection, and data procurement.
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