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Subject: Submission of Newspaper publications 
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The Biden administration
Monday publicly blamed
hackers affiliated with
China’s main intelligence
service for a far-reaching

cyberattack on Microsoft Corp. email
software this year, senior administra-
tion officials said, part of a global effort
to condemn Beijing’s malicious cyber
activities. In addition, four Chinese
nationals, including three intelligence
officers, were indicted over separate
hacking activity.

The US government has “high con-
fidence” that hackers tied to the Minis-
try of State Security, or MSS, carried
out the unusually indiscriminate hack
of Microsoft Exchange Server software
that emerged in March, senior officials
said.

“The United States and countries
around the world are holding the Peo-
ple’s Republic of China (PRC) account-
able for its pattern of irresponsible,
disruptive, and destabilizing behavior
in cyberspace, which poses a major
threat to our economic and national
security,” secretary of state Antony
Blinken said. The MSS, he added, had
“fostered an ecosystem of criminal
contract hackers who carry out both
state-sponsored activities and cyber-
crime for their own financial gain.”

The UK and European Union joined
in the attribution of the hacking activ-
ity, which rendered an estimated hun-
dreds of thousands of mostly small
businesses and organizations vulnera-
ble to cyber intrusion.

The US-led announcement is the
most significant action from the Biden
administration to date concerning
China’s yearslong campaign of cyber-
attacks against the US government
and American companies, often
involving routine nation-state espio-
nage and the theft of valuable intellec-
tual property such as naval technology
and coronavirus-vaccine data.

The Justice Department made pub-
lic Monday a grand jury indictment

structure Security Agency jointly pub-
lished technical details of more than
50 tactics and techniques favoured by
hackers linked to the Chinese govern-
ment, the official said. The release of
such lists is common when the US
exposes or highlights malicious hack-
ing campaigns and is intended to help
businesses and critical infrastructure
operators better protect their com-
puter systems.

Cybersecurity experts have been
pressing the Biden administration for
months to respond to China’s alleged
involvement in the Microsoft email
hack. Cybersecurity expert Dmitri
Alperovitch, with the Silverado Policy
Accelerator think tank, said the coordi-
nated global condemnation of China
was a welcome and overdue develop-
ment. “The Microsoft Exchange hacks
by MSS contractors is the most reckless
cyber operation we have yet seen from
the Chinese actors—much more dan-
gerous than the Russian SolarWinds
hacks,” said Mr. Alperovitch, referring
to the widespread cyber-espionage
campaign detected last December that,
along with other alleged activities,
prompted a suite of punitive measures
against Moscow.

Mr. Alperovitch criticized the lack of
any sanctions being levied against
China and said it raised questions about
why Beijing appeared to be evading
harsher penalties, especially compared
with those slapped on Russia. “Failure
to sanction any PRC-affiliated actors
has been one of the most prolific and
baffling failures of our China policy that
has transcended administrations,” he
said, referring to the People’s Republic
of China. Monday’s public shaming
without further punishment “looks like
a double standard compared with
actions against Russian actors. We treat
China with kid gloves.”

The senior administration official
said the Biden administration was
aware that no single action was capa-
ble of changing the Chinese govern-
ment’s malicious cyber behavior, and
that the focus was on bringing coun-
tries together in a unified stance
against Beijing. The list of nations con-

demning China on Monday was
“unprecedented,” the official said,
noting it was the first time Nato itself
had specifically done so.

“We’ve made clear that we’ll con-
tinue to take actions to protect the
American people from malicious
cyber activity, no matter who’s
responsible,” the official said. “And
we’re not ruling out further actions to
hold the PRC accountable.”

The new indictment said that mem-
bers of a provincial branch of China’s
intelligence service in the southern
Hainan Province created a front com-
pany that described itself as an infor-
mation security company and directed
its employees to hack dozens of vic-
tims in the US, Austria, Cambodia and
several other countries.

The defendants, three of whom are
described as intelligence officers,
aren’t in US custody. Some cybersecu-
rity experts have said indictments
against foreign state-backed hackers
often have little impact, because the
accused are rarely brought before an
American courtroom. U.S. officials
have defended the practice, saying it
helps convince allied governments,
the private sector and others about the
scope of the problem.

The group is accused of hacking
into dozens of schools, companies, and
government agencies around the
world, ranging from a research facility
in California and Florida focused on
virus treatments and vaccines, to a
Swiss chemicals company that produ-
ces maritime paints, to a Pennsylvania
university with a robotics engineering
program and the National Institutes of
Health, to two Saudi Arabian govern-
ment ministries. The companies and
universities aren’t named in the
indictment. The hackers allegedly
used fake spear-phishing emails and
stored stolen data on GitHub, the
indictment said. They coordinated
with professors at a Chinese univer-
sity, including to identify and recruit
hackers for their campaign, it said. The
alleged NIH breach dates to August
2013, the indictment said.
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Four Chinese nationals, including three intelligence officers, were also indicted over a separate hacking activity

China behind Microsoft hack: US

The Exchange Server hack was disclosed by Microsoft in March. AP

of 2022.
Zoom has been looking for

ways to keep growing as work-
ers begin to return to the office
and students go back to school.
Five9 specializes in contact
centres, a market the compa-
nies estimate at $24 billion.
Together, Zoom and Five9
aim to better compete with the
likes of Cisco Systems Inc.,
RingCentral Inc. and Ama-
zon.com Inc. in letting clients
provide customer service via
the internet. One beneficiary
could be Zoom Phone, a cloud-
based calling service.

“With more workflows
going digital, organizations
are also no longer looking at
contact centre interactions
with customers in a vacuum,”
said Carolina Milanesi, presi-
dent and principal analyst at
Creative Strategies. 

Bloomberg
feedback@livemint.com

Z oom Video Communi-
cations Inc., whose
online conferencing

services took off during the
covid-19 pandemic, agreed to
acquire Five9 Inc. for $14.7 bil-
lion, using its surging stock to
expand into an adjacent mar-
ket that could bolster revenue
as lockdowns end.

The value of the all-stock
offer is $200.18 a share based
on the closing price for Zoom’s
common stock on Friday,
compared with Five9’s $177.60
price on Friday, the companies
said a statement Sunday. 

The target firm will become
an operating unit of Zoom’s
after the deal, which is subject
to shareholder approval and
slated to close in the first half

Zoom to buy Five9 
for $14.7 billion 

“This case enabled Ghosn, a
defendant of a serious crime, to
escape overseas,” chief judge
Hideo Nirei said. Noting that
Ghosn has no intention of
returning to Japan, he added:
“A year and a half has passed,
but there is no prospect of the
trial being held.” The
$860,000 (about ₹6.44 crore)
in payments the Taylors
received from Ghosn, part of
which was used to fund the
former executive’s travel,
showed the Taylors’ “main
motive was compensation,”
Nirei said.

Prosecutors had recom-
mended a sentence of more
than two years for each, while
defense lawyers for the Taylors
pushed for a suspended sen-
tence. The pair was detained
for about 10 months in the US
before being extradited. Chief
judge Nirei said on Monday
that time served in the US was
not related to the crime itself
and therefore shouldn’t be
taken into account. Their

detention in Japan before sen-
tencing was taken into consid-
eration, he said.

Both Taylors, dressed in
somewhat wrinkled dark suits
and surrounded by guards, lis-
tened to the judge’s statements
without showing much expres-
sion. The pair can file to appeal
their sentencing within the
next 14 days, Nirei said.

The Taylors have been
embroiled in legal battles since
helping Ghosn escape. After
fighting extradition charges,
the pair was brought to Japan in
March and placed in solitary
confinement in a detention
centre as they attended trial at
the Tokyo District Court.

The duo apologized to pros-
ecutors and Japan’s justice sys-
tem in a hearing in late June.
Helping Ghosn flee was a mis-
take, they both said. Michael
had never denied his involve-
ment in Ghosn’s escape, speak-
ing in court about how he orga-
nized the operation. Peter’s
role is less clear.

Bloomberg
feedback@livemint.com

T he father-son team that
smuggled Carlos Ghosn
out of Japan in a large

musical-equipment case was
sentenced to time in prison for
their role in helping the former
chairman of Nissan Motor Co to
flee trial in 2019.

Michael Taylor, 60, the
father and a former US Green
Beret, received a sentence of
two years by the three-judge
panel on Monday in a hearing
that lasted about 20 minutes.
His 28-year-old son, Peter Tay-
lor, was handed a 20-month
sentence.

Both pleaded guilty last
month to charges of aiding
Ghosn’s escape to Beirut, a
development that was just as
shocking as the November
2018 arrest of the auto execu-
tive for alleged financial crimes.
With Ghosn out of reach—Leb-
anon doesn’t extradite its citi-
zens —the pair has become a
proxy for Ghosn and his case.
So has Greg Kelly, a former Nis-
san director who was detained
on the same day as his boss and
is facing trial in Japan. Ghosn
and Kelly have denied allega-
tions of understating the auto
executive’s compensation.

After spending more than a
year in Japan and free on bail,
Ghosn made his way to Osaka’s
airport on  29 December 2019,
by bullet train. From there, he
was rolled on to a private jet
that flew to Istanbul, where he
switched planes and made his
way to Beirut.

American duo gets jail time for 
helping Carlos Ghosn escape

Michael Taylor and son Peter smuggled former chairman of Nissan 
Carlos Ghosn from Japan in a musical-equipment case. REUTERS

from May that charged four Chinese
nationals and residents working with
the MSS of being engaged in a hacking
campaign from 2011 to 2018 intended
to benefit China’s companies and
commercial sectors by stealing intel-
lectual property and business infor-
mation. The indictment didn’t appear
directly related to the Microsoft
Exchange Server breach, but accused
the hackers of stealing information
from companies and universities
about Ebola virus
research and other
topics to benefit
the Chinese gov-
ernment and Chinese companies.

Attributing the Microsoft hack to
China will be part of a broader global
censure of Beijing’s cyberattacks by
the US, the European Union, the UK,
Canada, Australia, New Zealand,
Japan and the North Atlantic Treaty
Organization, or Nato. They will
accuse the MSS of using criminal con-
tractors to “conduct unsanctioned
cyber operations globally, including
for their own personal profit,” such as
cyber-enabled extortion and theft, the
official said.

US authorities have accused China
of widespread hacking targeting
American businesses and government
agencies for years. China has histori-
cally denied the allegations. A spokes-

man for the Chinese Embassy in
Washington didn’t immediately
respond to a request for comment.

The Exchange Server hack was dis-
closed by Microsoft in March along-
side a software patch to fix the bugs
being exploited in the attack. Micro-
soft at the time identified the culprits
as a Chinese cyber-espionage group
with state ties that it refers to as Haf-
nium, an assessment that was sup-
ported by other cybersecurity

researchers. The
Biden administra-
tion hadn’t offered
attribution until

now, and is essentially agreeing with
the conclusions of the private sector
and providing a more detailed identifi-
cation.The attack on the Exchange
Server systems began slowly and
stealthily in early January by hackers
who in the past had targeted infec-
tious-disease researchers, law firms
and universities, according to cyberse-
curity officials and analysts. But the
operational tempo appeared to inten-
sify as other China-linked hacking
groups became involved, infecting
thousands of servers as Microsoft
worked to send its customers a soft-
ware patch in early March.

Also on Monday, the National Secu-
rity Agency, Federal Bureau of Investi-
gation and Cybersecurity and Infra-

“STOP CORONA; Wear Mask, Follow Physical Distancing, Maintain Hand Hygiene

DELHI JAL BOARD, GOVT. OF NCT OF DELHI
OFFICE OF THE EXECUTIVE ENGINEER (E&M)-III

OKHLA WATER WORKS NO. 01, CIVIL LINES, DELHI-110054

PRESS NIT No. 03(2021-22)
NIT
No.

Name of Work Estimate
Cost

Earnest
Money
(Rs.)

Date of release of tender in
e-procurement solution

Last date/time receipt
of tender through

e-procurement solution
03 Rehabilitation/Refurbishment

of 6 MGD ammonia removal
Okhla Water Treatment Plant
(WTP)

Item and
Lump
sum
Rate

Rs.
39,72,000/-

Tender ID:
2021_DJB_205946_1

Publish Date
17-Jul-2021 03.30 PM onward

24-AUG-2021
UP TO 03.15 PM

NIT along with all terms & conditions is available on DJB website https://govtprocurement.delhi.gov.in

ISSUED BY P.R.O. (WATER)
Advt. No. J.S.V. 192(2020-21) Executive Engineer (E&M)-Ill

DELHI JAL BOARD: GOVERNMENT OF NCT OF DELHI
OFFICE OF THE EXECUTIVE ENGINEER (SDW)-III

STP YAMUNA VIHAR, WAZIRABAD ROAD, DELHI-110053
Tele: 22814128, Email: cesdw3.djb@nic.in

“STOP CORONA; WEAR MASK, FOLLOW PHYSICAL DISTANCING, MAINTAINING HYGIENE”
Addendum

In reference to Press NIT No. 02 (2021-22) dated: 15.06.2021 [Tender ID: 2021_DJB_204393_1] all prospective bidders
are hereby inform to download the reply of bidders query received in Pre-bid meeting dated: 28.06.2021 from the portal of
https://govtprocurement.delhi.gov.in
NOTE: Last date of Bid Submission is remain same i.e. 26.07.2021 upto 03.00 PM.
ISSUED BY P.R.O. (WATER) (Bhushan Verma)
Advt. No. J.S.V. 196 (2021-22) Exe. Engineer (SDW)-III

Growth is
not just about chasing success.
It’s also about learning from failures.

Growth is...On.
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